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Appleton Parish Council

Appleton Parish Hall, Dudlow Green Road, Appleton, WA4 S5EQ
Telephone 01925 268153 Email c!erk@appletonparish.gov.uk

Cyber-security Policy
Adopted on 18t June 2024
Introduction

The risk of data theft, scams, and security breaches can have a detrimental impact on a
company's systems, technology infrastructure, and reputation. As a result, Appleton
Parish Council has created this policy to help outline the security measures put in place
to ensure information remains secure and protected.

Purpose

The purpose of this policy is to (a) protect Appleton Parish Council’s data and
infrastructure, (b) outline the protocols and guidelines that govern cyber security
measures, (c) define the rules for company and personal use, and (d) list the company's
disciplinary process for policy violations.

Scope

This policy applies to all of Appleton Parish Council's remote workers, permanent, and
part-time employees, contractors, volunteers, suppliers, interns, and/or any individuals
with access to the company'’s electronic systems, information, software, and/or
hardware.

Confidential Data
Appleton Parish Council defines "confidential data" as:

Unreleased and classified financial information.

Customer, supplier, and shareholder information.

Customer leads and sales-related data.

Patents, business processes, and/or new technologies.
Employees' passwords, assignments, and personal information.
Company contracts and legal records.



Device Security
Company Use

To ensure the security of all company-issued devices and information, Appleton Parish
Council employees are required to:

 Keep all company-issued devices, including tablets, computers, and mobile
devices, password-protected (minimum of 8 characters).

e Secure all relevant devices before leaving.their desk.

 Obtain authorisation from the clerk or assistant clerk before removing devices
from company premises.

 Refrain from sharing private passwords with colleagues, personal acquaintances,
senior personnel, and councillors.

o Regularly update devices with the latest security software.

Personal Use

Appleton Parish Council recognises that employees may be required to use personal
devices to access company systems. In these cases, employees must report this
information to management for record-keeping purposes. To ensure company systems
are protected, all employees are required to:

o Keep all devices password-protected (minimum of 8 characters).

» Ensure all personal devices used to access company-related systems are
password protected.

Install full-featured antivirus software.

Regularly upgrade antivirus software.

Lock all devices if left unattended.

Ensure all devices are protected at all times.

Always use secure and private networks.

Email Security

Protecting email systems is a high priority as emails can lead to data theft, scams, and
carry malicious software like worms and bugs. Therefore, Appleton Parish Council
requires all employees to:

 Verify the legitimacy of each email, including the email address and sender
name.

Avoid opening suspicious emails, attachments, and clicking on links.

Look for any significant grammatical errors.

Avoid clickbait titles and links.

Contact the IT department regarding any suspicious emails.



Transferring Data

Appleton Parish Council recognises the security risks of transferring confidential data
internally and/or externally. To minimise the chances of data theft, we instruct all
employees to:

Refrain from transferring classified information to employees and outside parties.
Only transfer confidential data over Appleton Parish Council networks.

Obtain the necessary authorisation from senior management.

Verify the recipient of the information and ensure they have the appropriate
security measures in place.

Immediately alert the Parish Council of any breaches, malicious software, and/or
scams.



Appleton Parish Council

Appleton Parish Hall, Dudlow Green Road, Appleton, Warrington,
Cheshire WA4 5EQ

Telephone 01925 268153 Email clerk@appletonparish.gov.uk

Appleton Parish Council
Safeguarding Policy

Adopted on 18" June 2024



1. Executive Summary

Appleton Parish Council recognises that for this policy to be effective, it is essential
that everyone working in and for the organisation understands what safeguarding is,

2. Definitions
Children and young people: anyone under the age of 18

Vulnerable Adult: anyone over 18 who is unable to care for themselves;
unable to protect themselves from significant harm or
exploitation as a result of age, frailty, disability, illness or
lifestyle; in need of community care services.

3. Policy Objectives

e To ensure where possible all facilities and activities offered by the Parish Council
are designed and maintained to limit risk.

* To promote the general welfare, health and development of children by being
aware of child protection issues and to be able to respond where appropriate as a
local government organisation.

e Whilst the parish council does not directly provide care or supervision services to
children and vulnerable adults, it expects all children and vuinerable adults using

or other responsible adult.
4. Promoting a Safe Environment

To promote a safe environment for children, young people and vulnerable adults,
Appleton Parish Council will:

® ensure that employees, councillors and volunteers are aware of safeguarding
expectations and receive appropriate training

° provide a point of contact for reporting any concerns and for further information
(Parish Clerk and/or Assistant Clerk)

5. Recognising Signs of Abuse

5.1 Children — look for changes in the following:

® appearance — such as frequent unexplained injuries, consistently poor hygiene,
matted hair, unexplained gifts, parents regularly collecting children when
drunk/under the influence of drugs

e behaviour - such as demanding or aggressive behaviour, frequent lateness,
avoiding family members, misusing drugs or alcohol, being constantly tired
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® communication — such as sexual or aggressive language, self-harming, becoming
secretive and reluctant to share information or being overly obedient

5.2 Adults

Abuse or neglect of adults can be single or repeated acts, be done deliberately or
unintentionally, be a result of a failure of other to protect them. | can occur in many
forms, for example:

» Physical abuse — such as hitting, slapping, pushing, misuse of medication, or
restraint

¢ Domestic Abuse — psychological, physical, sexual, financial and emotional abuse
or ‘honour-based violence’

o Sexual abuse — such as rape, indecent exposure, sexual harassment, or
innuendo

« Psychological abuse —intimidation, bullying, shouting, swearing, taunting,
threatening or humiliating someone.

o Financial or material abuse — theft, fraud, forcing someone to do something in
relation to their financial arrangements (for example wills, property, financial
transactions), misusing or taking their money, possessions or benefits.

e Modern slavery — Slavery (including domestic slavery), human trafficking and
forced labour.

 Discriminatory abuse — such as harassment, slurs or similar treatment

e Organisational abuse - organisational neglect and poor care in an institution
such as a hospital, care home or care agency. This could be a culture of bullying,
poor organisation, denying people choice, and lack of dignity and respect for
service users.

* Neglect and acts of omission — ignoring medical, emotional or physical-care
needs, failing to provide access to appropriate health, care and support or
educational services, and withholding necessities, such as medication, adequate
food and drink and heating.

» Self-neglect — this covers a wide range of behaviour neglecting to care for one’s
personal hygiene, health or surroundings and includes behaviour such as
hoarding

6. Reporting Concerns
Staff, Councillors and volunteers should report any concerns as soon as possible to
the Parish Office who will advise on the appropriate contact, or directly to the
following:

Warrington Borough Council

Children’s Safeguarding/Social Work Team 443322

(Out of Office Hours 444410)
Police

If you believe a crime has been committed 101

If you believe there is an immediate risk of harm 999

7. Allegations against Staff and Volunteers



All staff should take care not to place themselves in a vulnerable position with a child

or vulnerable adult and should not take on a supervisory role at any time whilst on
duty for the parish council.

Should an allegation be made, the matter will be reported to the relevant
organisation (see above) and the parish council will follow its own disciplinary

procedures as appropriate, including suspension from work during any investigations
if necessary.

8. Further Information
Warrington Safeguarding Partnership: - www.warrington.gov.uk/wsp
Gov.uk: Report child abuse - www.gov.uk/report-child-abuse
NSPCC: What is child abuse - www.nspcc.org.uk/what-is-child-abuse/

NHS: Child sexual abuse - www/nhs.uk/live—welllhealthy—bodylspotting-signs—of—child-
sexual-abuse/

Action for Children - www.actionforchildren.org.uk/how-to—help/worried-about—a—child/
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Appleton Parish Council

Appleton Parish Hall, Dudlow Green Road, Appleton, WA4 5EQ
Telephone 01925 268153 Email clerk@appletonparish.gov.uk

Virtual meeting protocol
Adopted by the Parish Council on 18t June 2024
Introduction

Appleton Parish Council recognises the opportunities offered by meeting virtually
when a physical meeting is not appropriate. This policy is to assist Chairs,
councillors and members of the public and press to understand how these
meetings differ from a physical meeting and to assist residents and members of
the public to engage in debate and decision making.

Virtual Meeting ‘platform’

Appleton Parish Council will utilise Zoom/T. eams to provide video communications.
Zoom/Teams enables video and audio conferencing for persons using mobile
devices, desktops, and fixed room systems.

Agenda and document publication

Councillors will continue to receive their agenda in an email as normal. The agenda
will also be put on the noticeboards and on the Parish Council's website.
www.appletonparishcouncil.org.uk. The following will also be on the agenda;

The meeting link

* Meeting ID

* Meeting passcode

Standing Orders

Standing Orders will continue to be used to guide the meeting in a similar way as
if persons were present in a place. Any review and amendments to the standing
orders will have to be approved by the Parish Council.

Specific Virtual Meeting Arrangements
a. Discussions
This section applies if members are experiencing good connectivity. In the case
of poor connectivity see 5c.

During the meeting all persons other than members will be muted. During the
public participation period members of the public will be required to ‘enable video’
in order for them to be visible to the Chairman and will raise their hand to indicate
that they wish to speak. Their microphone will then be unmuted, and they can



address the meeting. Following the conclusion of their address the microphone
will be muted.

During the meeting members and officers will raise their hand to indicate to the
Chairman that they wish to speak on an agenda item or ask the Chairman to
speak.

All members attending the meeting will monitor their own background noise and
mute their own microphones, except when speaking, if necessary, to negate
interference with the meeting.

b. Voting

The chairman of the Parish Council will ask each Parish Councillor individually
what their vote is on every matter. If any Parish Councillor has any objection
this must be raised immediately at the meeting and addressed.

c. Poor connectivity
In the case of poor connectivity, the Chairman will decide whether to continue
with the meeting or to reconvene.

In the case of video not being available for some or all of members attending
the Chairman can choose to continue but to operate on a roll call for councillor
views on individual agenda items.

d. Attendance If a member is believed to have ‘dropped out’ this will be minuted. If
‘drop outs’ result in the meeting becoming inquorate members will endeavour
to rejoin for a period of 15 minutes. After 15 minutes if the meeting is still
inquorate the Chairman will suspend the meeting and reconvene at a later time
and date subject to the statutory days of notice. Members will be emailed to
advise of the suspension.

e. Telephone attendance
Persons wishing to attend by telephone are advised to contact the Clerk in
advance in order that processes can be put in place to enable appropriate
engagement.

8. Virtual Meeting Etiquette
Normal Standing Orders apply with regard to Conduct at Meetings and all
attendees are expected to be mindful of the difficulties people experience with
regard to the operation of technology.



Behaviour that is contrary to the intended outcomes of the meeting will be deait
with at the discretion of the Chairman. For a member of the public or press this
may result in them being dismissed from the virtual meeting.

Whilst the meeting is going ahead no eating will be allowed. However, drinking
water will be allowed.

. Declaration of Interests

A councillor that has declared an interest that requires them to leave the meeting
will be placed in the waiting room. On conclusion of the item for which the
declaration is made the councillor will be returned to the meeting

. Public Participation
The Clerk will read any pre submitted addresses from the press and public.
Questions will be taken.

It is impossible to hear if everyone speaks at once. To facilitate this please use the
‘reactions’ button.

9. Confidential Matters

Confidential matters will be dealt with only reporting officers and members of the
Parish Council present. All members of the public will be asked to leave the
meeting and the clerk will ensure that only members of the public and reporting
officers are present before any confidential agenda item can be discussed.

10. Information

The chat box on the Zoom/Teams meeting will be disabled for all Committee and
Council meetings.



Appleton Parish Council

Appleton Parish Hall, Dudlow Green Road, Appleton, WA4 5EQ

Telephone 01925 268153 Email clerk@appletonparish.gov.uk

Investment policy and investment strategy
Adopted by the Parish Council on Tuesday 18t June 2024

1. Introduction

This Strategy has been produced in accordance with the guidance issued by the
Secretary of State for the Department for Communities and Local Government under
Section 15(1) (a) of the Local Government Act 2003.

This guidance applies to parish councils and charter trustees, providing their total
investments exceed or are expected to exceed £100,000 at any time during the
financial year. Where 3 parish council or charter trustee expects its total investments
to be between £10,000 and £100,000, it is encouraged to adopt the principles in this
guidance.

2. Investment Objectives

The Parish Council's investment priorities are the security of reserves and liquidity of
its investments. The Council will aim to achieve the optimum return on its investments
commensurate with proper levels of security and liquidity. All investments will be made
in sterling. The Department for Communities and Local Government maintains that
borrowing of monies purely to invest, or to lend and make a return, is unlawful and this
Parish Council will not engage in such activity. Where external investment managers
are used, they will be contractually required to comply with the Strategy.

3. Specified Investments

Specified Investments are those offering high security and high liquidity, made in
sterling and which mature in no more than a year.
For the prudent management of its treasury balances, maintaining sufficient levels of
security and liquidity, Appleton Parish Council will use;
e Deposits with banks, building societies, local authorities or other public
authorities.

e Other approved public sector investment funds.
4. Non-Specified Investments
These investments have a greater potential risk, such as investment in stocks and

shares the Parish Council will not participate in such investments, which are
considered not to offer the level of security and liquidity required.



5. External Borrowing Strategy

The Parish Council acknowledges the importance of borrowing funds and the financial
impact on the Council and the local community. The Council will agree borrowing for
specific capital projects (as defined in section 16 of the 2003 Act), and gain approval
for borrowing by sending an application to the National Association of Local Councils
(NALC). All borrowings must be approved by full council.
The Parish Council will ensure the following criteria when considering requesting a
borrowing approval:
e The borrowing should only be used for the purpose of Capital expenditure as
defined by Section 16 of the Local Government Act 2003.
e Any unallocated balances including, where appropriate capital receipts beyond
those required for the prudent financial management of the council, should be
used in the project for which the borrowing is required.

e The Parish Council should have a realistic budget for the servicing and
repayment of the debt, considering the future effect on the council’'s precept
and cash flow.

e The Council must not mortgage or charge any of its property as security for
money borrowed.

The Parish Council will pursue the best possible terms when borrowing but will
generally use the Public Works Loan Board (PWLB). The Parish Council considers
that the fixed term rates offered by the PWLB are relatively inexpensive and that PWLB
loans are most likely to offer stability for the financial planning of the council.

The Parish Council will determine the period of each loan which should not exceed the
period for which the expenditure is forecast to provide benefit to the Council i.e. useful
life of the asset.

6. Governance and Risk

There will be due regard to the Financial Services Compensation Scheme and the
Parish Council will aim to spread ‘specified investments’ over a range of different
providers in such a way as to limit exposure and minimise risk.

The Responsible Finance Officer (RFO) in consultation with the Finance and General
Purposes Committee will determine the maximum periods for which funds may
prudently be committed so as not to compromise liquidity.

The Parish Council will monitor the yield on investments by having regard to the
general financial, economic and political environment nationally.

All resolutions relating to investments will be noted in the minutes.

7 g Review and Amendment

The Parish Council’s investment position will be reviewed regularly by the Responsible
Financial Officer and reported to the Full Council for consideration.
This Investment Strategy will be reviewed annually.

The Parish Council reserves the right to make variations to the Strategy at any time,
subject to the approval of the Parish Council. Any variations will be put in the Parish
Council minutes.



